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1
EXECUTIVE SUMMARY

Distribution and use of digital data is the desired end-state.  This data will be authored in a standardized, fully tagged, non-proprietary format, integrated to an appropriate level based on user needs.  Changes to this data will be managed electronically.  As changes are approved and incorporated, the revised document will be placed in a specific repository for user access.  Distribution will be by digital means via single point access.  This will provide users with a “one stop shopping” source for technical data and status.  Servers at each base1 will automatically download the most current data version from the main data portal at regular intervals.  This will then ensure both garrison operations and deployed operations have the latest technical data.

Users will access this latest data via an “Electronic-Tool” (E-Tool).  This tool will permit full integration of the technical data across functional lines.  It will satisfy a full range of user requirements, from document navigation and viewing to electronic change request submission.  This tool must be secure, reliable, durable, and easy to use.

System architecture solutions must be interoperable with DoD automated information systems (AIS) and be Defense Information Infrastructure - Common Operating Environment (DII-COE) compliant.  These solutions will support open systems architecture and leverage commercial-off-the-shelf (COTS) technology and DoD initiatives to achieve maximum flexibility and minimize proprietary development.  In addition, these solutions will support the Aerospace Expeditionary Forces and Joint Vision 2020.

To transition successfully to this digital end-state, significant cultural and process changes will be required.  Informed, responsible stakeholders are essential to successful implementation.  Effective “marketing,” policy and direction, user education and training, and leadership support at all levels are also essential.

Though this document doesn’t dwell on transitional/temporary issues or exceptions, it is recognized that these will exist and must be worked.  For example, use of paper technical data will be an accepted transitional and temporary solution.  A process to regularly update this transitional paper technical data will also continue.  During the transition period, the effort to achieve a desired digital end-state will continue.  The architecture and planning processes will establish the basis for detailed planning between users and suppliers.  The detailed planning will factor in cost, operational effectiveness, safety, etc., to drive quickly, but smartly, to the digital end-state.

2
BACKGROUND

Several factors have motivated the Air Force to initiate Technical Order (TO) modernization activities.  Downsizing over the past several years, of both personnel and budgets, has made it important to make all Air Force processes efficient.  The TO process/system is currently based upon distribution of paper documents and CDs/DVDs to the point of use.  Management of these products requires significant resources and presents delivery concerns.  In addition, the process of changing these documents over a period of time has resulted in proliferation of cumbersome supplements and delays in distribution.  The advent of modern digital technologies has paved the way toward potential solutions to these and related issues.

Efforts over the past few years have been successfully made to clean up particularly cumbersome TOs.  It was understood, though, that it was not enough to clean up these paper documents.  In addition, a decentralization of budget/funding responsibility has recently occurred.  With the above in mind, the Air Force determined to proceed with re-engineering the entire TO system.  Working together, the MAJCOMs and AF/ILM established an Air forceTO Vision.  Subsequently, AF/ILM tasked AFMC/DR to work with the other MAJCOMS toward the vision.

The AF/ILM tasking memorandum, dated 28 February 2000, restated the Air ForceTO Vision:  All TO users are provided quality, up-to-date, technically accurate, and user-friendly TOs at an acceptable price.  The memorandum directed the following steps in order to work toward the vision:

1) “First, we must identify user requirements and develop an Air Force future concept of operations (CONOPS) for the acquisition, sustainment, management, distribution, and use of TOs.

2) Second, we must develop an end-state system architecture to support the CONOPS.  The CONOPS and architecture should take into account adaptability of digital data to advancements in technology and potential changes in industry standards.

3) Finally, we must develop a transition plan/roadmap for migrating from our current antiquated environment to the desired modern end-state.  This plan should address the future architecture.  Additionally, the plan should include recommended policies/guidance needed to support the transition.”

Both the Air Force TO Vision and the AF/ILM tasking focus on the user.  They recognize that those who “fix and fly”, “fix and drive”, “fix”, “test”, etc. must be adequately supported.  Their needs should and are driving this initiative.

This CONOPS addresses the first step of the above 3-step approach.  To begin, AFMC conducted an initial video teleconference (VTC) on 3 April 2000.  This was followed by a senior-level CONOPS Planning Conference at HQ AFMC, Wright-Patterson AFB, on 
12-13 April 2000 to evolve a CONOPS charter.  The charter, Developing the Air Force Technical Order (TO) Concept of Operations (CONOPS), was signed by AFMC/DR on 14 April 2000.

This CONOPS incorporates the result of initial work by the CONOPS Process Action Team (PAT), which met at HQ AFMC, Wright-Patterson AFB, 1-12 May 2000, and subsequent coordination between AF/ILM and the MAJCOMS.

3
CONCEPT DESCRIPTION

Figure 1 represents the essential elements of the TO CONOPS.  The concept may be concisely stated as follows:

The Air Force Technical Order Concept of Operations is to provide user friendly, technically accurate, and up-to-date digital technical data at the point of use that is acquired, sustained, distributed and available in digital format from a single point of access for all technical data users.

Figure 1 shows that the user will be able to access any required TO information from a single point.  Even though the information may be created and stored using different tools, the result will appear transparent to the user.  The lines between user and originator are two-way, allowing robust, controlled feedback and change processes inherent in the system design.


This concept sets the stage for the next two steps of the AF/ILM tasking.  Specific details of the CONOPS are in the body of this document.

4
PERFORMANCE REQUIREMENTS

Clearly defined performance requirements are essential to an effective execution of the CONOPS.  The TO management system must meet the performance requirements established by the user.  The system must be responsive to changing requirements and technology; however, user requirements, not technology, should drive TO system policy and architecture development.

Users have identified specific TO improvement requirements

· Increase TO functionality to improve user productivity

· Increase TO interoperability with other systems

· Standardize operations across the Air Force

· Eliminate TO Distribution Office (TODO) functions

· Improve configuration control

· Eliminate TO supplements

· Eliminate paper libraries and warehouses

· Minimize TO distribution time
· Eliminate shipping of physical products (i.e., paper/CDs/DVDs, etc.)

TOs that include classified information must have appropriate access security controls and guidelines established.
4.1
Authoring

Fully integrated technical data supporting cross-functionality is required, to include other DoD agencies, contractors and Foreign Military Sales (FMS) customers.  TOs must have interactive capability as determined by user. 

All technical orders will be authored in an Air Force standardized, fully tagged, non-proprietary format.  Standard Generalized Markup Language (SGML) is an example of a fully tagged, non-proprietary authoring language, for which the Air Force has established standardized formats.  Programs acquiring technical data from prime contractors will specify Air Force standard formats.  Data will be integrated to a level dictated by the user needs.  For example, some commodity/commercial manuals or Methods and Procedures Technical Orders (MPTO) may not require full digital integration.  The authoring format selected is that which makes the most sense for the particular information to be disseminated and used.  The authoring format that “makes the most sense” is not necessarily the lowest cost format.  Rather, it is the one that provides the Air Force with the best overall value, all factors being considered.

The infrastructure required for authoring digital technical orders will consist of hardware and software compatible with the approved TO format and the transmission media capable of supporting the increased bandwidth requirements.  In the cases of contractor-supplied data, the contractor will ensure the appropriate infrastructure will be available to their engineers and technical editors.  In the case of organic government production, the infrastructure will be provided as part of the cost benefit analysis (CBA) in the organic versus contractor analysis.

This critical business practice change requires acquisition programs to specify the proper format for the deliverable technical data.  Contractors must be provided incentives to be innovative and provide more useful data.

4.2
Sustaining

Sustainment of the technical orders will be managed entirely by electronic means.  Change requests will be submitted and processed electronically.  The Technical Content Manager (TCM) will be responsible for incorporation, approval, and configuration management of the revised technical data.  Once the revision is complete, the data will be placed in the repository for access by the field sites.  By maintaining a separate configuration control process, changes can be incorporated off-line, and then updated into the library once complete.

The new data carries a new version and revision date for reference by the field sites, and clearly identifies items changed since the last version.  The TCM also updates the information about the technical data (metadata).  The TCM will ensure that the data available electronically is the most technically correct and timely information available.
The business practices required for this concept are normal approaches used for configuration management.  The accessible version will have limited access and changes will be made to a single copy of this version under direct control of the TCM.  Specific procedures to be used for identifying the version and revision date will be those used Air Force-wide.  In a fully integrated digital environment, there will be no reference to pages or to individual documents; therefore, current TO numbering scheme may become obsolete.

4.3
Distribution

All TOs and changes will be distributed on-line using a web-based capability. A single point of access via one consolidated TO system will be required.  (Exceptions or special provisions may exist dependent upon the web-based system’s ability to adequately handle restricted and controlled data such as classified and sensitive FOUO data.)  The TCM's responsibilities will be satisfied when current, accurate data is available in the appropriate repository.  This will provide users a “one stop shopping” source to access the technical data and metadata.  Additionally, an Air Force organization must be established with primary responsibility as the single “hot line” point of contact.  The office will be manned sufficiently to support all users’ questions, concerns, etc., through direct action or timely connection to appropriate support sites.

Field sites will be responsible for downloading current information for use by both garrison operations and deployed operations.  Conceptually, a server at each base or site will be programmed to update locally stored technical data from the main data portal at regular intervals.  This update process will consist of a comparison of site files against the source files; outdated versions will automatically be replaced with the most current version from the repository.  For normal operations, this could be performed daily.  This is the minimum data flow scenario and relieves the TCM from the task of distributing physical products to the field.  To ensure data currency, and if tasks are printed by field sites, the TO system must allow the printing of the current date on the tasks.

4.4
User Interface
Data will be accessed by the user via an “E-Tool,” which is defined as any electronic device used to provide a user interface to the technical data.  Use of an E-Tool permits full integration of the technical data across functional lines.  Users will be able to access required technical data -- fully linked without respect to different data types -- and may use the references in the technical data to check inventory, order parts, request help or access training aids.  This will require major advances in interoperability and integration with existing and future programs.

Users access the information when needed to perform their tasks.  In a process similar to the high level update, the local server automatically updates the data on each E-Tool and replaces it with the current data.  Again, this must be an automatic function that is performed at regular intervals while the E-Tool is connected to the network.  MAJCOMs must develop processes to manage E-Tool updating consistent with Air Force policy on TO use, interoperability, and the need to instill appropriate discipline and consistency across the Air Force.  Physical products will not be distributed; the technical data will be transferred directly from the server to the E-Tool’s primary storage device (i.e. hard disk or other type of non-volatile memory).
The E-Tool must provide the entire range of functions, including document navigation, viewing and submission of electronic change requests.  The change requests would reside on the E-Tool until the next update cycle, at which time the server would collect all of the change requests after completing the technical data download.  The electronic change requests are then automatically forwarded back through the system to the technical content manager for action.

E-Tools must meet user requirements for ease of use, durability (as required to support the user environment), security, reliability and functionality.  While specific hardware and software tools may vary, the user interface must be uniform to ensure ease of use and familiarity, and standardized to meet joint interoperability requirements. 
4.5
Other Requirements

The TO system will include backups and redundancy at various levels.  System architecture solutions must be interoperable with other Air Force and DoD automated information systems.  There may be a number of repositories for technical data, but they will be accessible through a single portal that is transparent to the user.  The same type of system hardware will be used at home station as well as at deployed locations to provide a seamless transition from peacetime to contingency operations.  The system will allow for annotating and commenting at all levels.  Hardware and software solutions will support open systems architecture and leverage COTS technology to achieve maximum flexibility and a minimum of proprietary development.  A functional “Working Laboratory” would be utilized to maximize new technologies.

Finally, all levels of leadership must proactively educate users about the features and benefits of the digital system.  Significant cultural and process changes will be required to effectively implement this system; effective “marketing” will smooth the transition from existing processes to the desired end-state.

5 POLICY

Lines of authority/responsibilities will be clearly defined and enforced at all levels.  AF/IL with help from the TO policy working group will have to clarify existing policy, or in some cases, write new policy to support this CONOPS.  The following are some key concepts that will need to be addressed:

· Concurrent release for all media methods

· Delivery of data for modifications and new acquisitions

· Acquisition of new technical data

· Ensuring new TO AIS meets user’s requirements

· Addressing other customer requirements (e.g., DoD, FMS)

· Use of E-Tools in all environments

· Institutionalizing funding and metrics gathering processes (e.g., Comprehensive Air Force Technical Order Plan (CAFTOP))

· Distribution of TOs and changes on-line using a web-based capability

· Classified technical data management

· Conversion and integration of legacy data

· Print capability 

· Transitional issues.

6
RESPONSIBILITIES

Currently, technical order lines of authority and responsibilities are not clearly defined and enforced. To achieve this CONOPS, responsibilities must be established and communicated. Additionally, funding responsibilities in the end-state of this CONOPS will require a different approach based on a streamlined digital process. 

The following responsibilities represent a general scheme to outline authorities and responsibilities that will support this CONOPS. Some of the listed responsibilities are already identified in Air Force and DoD policy, but have such great impact on achieving the end-state, that they are mentioned here.

6.1
SAF/AQ will:

· Ensure equipment is fielded IAW requirements outlined in the Air Force Command, Control, Communications, Computer, and Intelligence Support Plan (C4ISP), DoD 5000.2-R, Mandatory Procedures for MDAPSs and MAIS Acquisition Programs, and DoDI 5200.40, Defense Information Technology Security Certification and Accreditation Process.

· Establish policy to fence technical order funding in new acquisition and modification programs.

· Ensure Single Managers meet customer technical data requirements.

· Ensure Single Managers acquire and sustain digital technical data in the most efficient, timely, and cost effective manner.

· Ensure all Single Managers use a standard acquisition and sustainment process to support user requirements.

· Establish policy to ensure technical orders for new acquisitions are acquired in standardized, fully tagged, non-proprietary format, and are also compliant with Air Force standards.

6.2
AF/IL will:

· Advocate lead command and MAJCOM TO sustainment and infrastructure requirements

· Ensure appropriate sustainment funding levels throughout the Program Objective Memorandum (POM) and budget exercises to support this CONOPS.

· Establish a working group to prioritize the allocation of DoD digitization/modernization funds across the Air Force.

· Establish and chair a MAJCOM level technical order working group to recommend technical order policy improvements.

· Institutionalize technical order policy for the Air Force.

6.3
AF/SC will:

· Coordinate infrastructure/system solutions to this CONOPS with the MAJCOMs.

6.4
AF/XO will:

· Remain engaged and support the CONOPS through pertinent requirements, training and readiness policy.

· Advocate digitization throughout the budget cycles.

· Ensure operational issues are fully understood and considered as digitization evolves.

6.5
AFMC will:

· Develop standardized technical order acquisition and sustainment processes at all Air Logistic Centers (ALCs) and Product Centers.
· Develop new funding processes for technical order sustainment that will support the end-state of this CONOPS in coordination with Air Staff and MAJCOMS.

· Ensure FMS customers are adequately supported within the constraints of their capabilities and are appropriately informed of Air Force plans/capability to support digital TOs.
· Communicate Air Force TO CONOPS implementation schedule to FMS customers to allow for infrastructure planning.
· Develop a web-based single point of access for all technical data.

· Develop standards for digital data, metadata, and viewing formats and styles.

· Develop infrastructure hardware specifications that support the single point of access concept, consider interoperability with other AIS, and support the Aerospace Expeditionary Forces and Joint Vision 2020.

· Establish a single office/help desk for technical order concerns.

6.6
 AETC will:

· Develop computer-based training for digital technical data systems that meet user requirements.

· Incorporate digital technical data systems training in initial skills course curriculum.

6.7
Lead Commands will:

· Establish and fund a digitization plan.

· Define technical data functionality for each system based on user requirements.
· Functionality requirements will be supported by a CBA.

· CBA must take into account (at least) user efficiency, effectiveness, and safety improvements.

· Review and approve single manager’s technical data plan (CAFTOP) to validate user requirements and establish priorities.

6.8
MAJCOMS will:

· Fund and acquire user-level infrastructure to support this CONOPS that is consistent with the standards, considers interoperability with other AIS, and is in accordance with DoD Directive 5000.1 Defense Acquisition.
· Fund required training of personnel to meet this CONOPS.

· Develop methods and procedures to effectively implement Air Force technical order policy and this CONOPS.

· Provide a representative to the Air Force technical order policy working group.

6.9
Single Managers will:

· Ensure funding requirements for the development of technical orders are accurately predicted and incorporated into budget cost indicators.

· Ensure technical order funding is provided to acquire and sustain TOs.

· Ensure technical orders are delivered to the field in compliance with Air Force standards and satisfy users’ functional requirements.

· Develop and coordinate a plan with lead commands and FMS to manage and measure progress toward technical order goals.

6.10
Users will:

· Only print individual tasks to meet mission requirements. 

· If a task is printed, ensure each page printed has the current date printed on it.

· Destroy printed copies after completing task or use equivalent procedures to absolutely ensure configuration control is adhered to.

· Use only approved E-Tools.

7
DATA

The CAFTOP will be the source of data for measuring compliance with the TO CONOPS.  The CAFTOP will be expanded to include reporting of TO digitization classes.  The classes are defined as follows (Figure 2):

· Class zero is paper.

· Classes one and two provide images of the pages of the paper document, the ability to jump to specific pages and to scroll text.

· Class three provides links to references and figures that can be viewed simultaneously with the text.

· Class four permits the user to interact with the document through dialog boxes and multiple windows.  The information cannot be easily printed in a traditional TO page format.

· Class five is an entirely integrated digitized data process including the spare parts and training processes normally defined.  The information cannot be easily printed in a traditional TO page format.

8.
METRICS

The Single Manager will submit quarterly metrics to AFMC and the appropriate lead command using the CAFTOP.  Goals for each metric will be established through agreement between the Single Manager and customer.  Fiscal Year 2000 will be considered the base year for comparison purposes.  While this CONOPS generally addresses only the conceptual
end-state, it is considered important to mention key metrics that will be needed during the transition period.  These metrics will be pivotal in ensuring that Air Force is making progress toward the concept.

TO Digitization Metrics (Transition Metrics):

· TOs Digitized.  Percent Digitized is defined as (Number of TOs digitized to a standardized, fully tagged, non-proprietary format)/Total number of TOs. 

· TOs in Repository.  The Percent in Repository is defined as  (number of TOs contained in the repository and available through single point access)/total number of TOs.

· TO Functionality.  Measures the percentage TOs in each digitization class.

Metrics to measure TO quality will be defined in the end-state.  These metrics are of extreme importance, and experience suggests that their selection will take careful consideration consistent with the final architectural selections and digital processes.  The end-state metrics will need to address the major areas of the TO vision (up-to-date, technically accurate, user friendly, affordable).  They will need to be adjusted as the vision is achieved.  However, possible metrics for these areas, based upon current knowledge are as follows:

· Up-to-date:  Change/update time.

· Technically Accurate:  Errors per some standard quantity of information (such as megabyte of information).

· User Friendly:  Customer feedback and help desk activity.

· Affordable:  Cost per standard quantity of information (e.g., megabyte) and/or overall cost of the TO process.


The metrics used in the “end-state” will be integrated into the overall TO system.  This will allow managers at all decision-making levels to have immediate feedback, readily identify areas of concern and take appropriate action.  The Air Force TO Vision will have been achieved and maintained, as substantiated by one or more robust metrics for each of the characteristics of the vision.

9.
SUMMARY

This CONOPS describes a fictional future, but one which is considered very plausible and, indeed, critical to the continued success of the Air Force.  This future is one in which information will be authored, sustained, distributed and used at the speed of thought or the speed of light, as applicable.  The concept demands absolute currency of the TO in the users’ possession.  It demands that changes and updates be identified, evaluated, approved and incorporated with the only limitation being the thought processes of the stakeholders in the loop.  Such things as supplements and different versions in simultaneous use will be virtually nonexistent.  The user will be able to have extremely useful TO information and link to supporting information (e.g., drawings) at the point of use.  The users at every level will have friendly tools based upon COTS and open systems technologies.

The CONOPS will probably not be achieved quite as envisioned today.  The future does present some unknowns.  The ideas in this CONOPS, however, either exist or are coming to fruition in many industries right now.  The needed technologies either exist or have been prototyped.  While there will be struggles in the transition, it remains only for us to work together within the Air Force, with other DoD components, and with industry to achieve the vision.
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Acronym List

AIS
Automated Information System

ALC
Air Logistic Center

CAFTOP
Comprehensive Air Force Technical Order Plan

CBA
Cost Benefit Analysis

CD
Compact Disc

CONOPS
Concept of Operations

COTS
Commercial-off-the-Shelf

DII-COE
Defense Information Infrastructure - Common Operating Environment

DoD
Department of Defense

DVD
Digital Video Disc or Digital Versatile Disc

E-TOOL
Electronic-Tool

FMS
Foreign Military Sales

MAJCOM
Major Command

MPTO
Methods and Procedures Technical Order

PAT
Process Action Team

POM
Program Objective Memorandum

SGML
Standard Generalized Markup Language

TCM
Technical Content Manager

TO
Technical Order

TODO
Technical Order Distribution Office

VTC
Video Teleconference
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